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August 7, 2007

Office of Attorney General
Consumer Protection Division
33 Capitol Street

Concord, NH 03301

Pursuant to requirements as specified under N.H. Rev. Stat. § 358-C:20, we are writing
to notify your office that on July 17, 2007, a theft of a data storage device was reported
at the Merrill Lynch Plainsboro, New Jersey Corporate Office. The incident was
reported to law enforcement officials. After an extensive search and investigation, it
was determined that the storage device contained the personal information of certain
current and former Merrill Lynch employees who are residents of New Hampshire. The
information included: employee name, Social Security number, Merrill Lynch
employee identification number, and other compensation related data. No client data
was affected as a result of this matter. Also, there were no home addresses, no
birthdates, no account numbers, no credit or debit card numbers, and no
beneficiary/benefits-related information on the hard drive. We have no evidence that
any of the personal information contained on the storage device has or will be
improperly accessed or used. In addition, the data on the storage device is not
accessible without the use of specific software and extensive technical expertise. A
letter of notification will be delivered to all New Hampshire individuals involved in this
incident on or about August 7, 2007.

If 1 can be of further assistance, please let me know.

Very truly yours,
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Merrill Lynch
P.0, Box 44000
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Important Notjce

From SVF Navtaj §, Nandra, Chief Operating Officer and Head of Stratagy, Glohal Private Client

Theft of Computer Back-Up Device

The protection of Rersonal and financlal Information (s of the utmost Importance to Merrill Lynch. Desplte our
continued efforts, a device comaining confldentlal employee Infarmallon, including yours, was recently repoited
stolen from a Menmi| Lynch offlce.

The information Inclyded name, Social Security number, and compensation related data, |t did not contaln
Information on hame addresses, binthdates, account numbers, benefits or beneficlary informatlon,

No cllent Information wag comalned on the device,
We have no evidence that the device has been compromised or that any of your Information hag been, or will be,
misused. The device contalns very sophisticated security hardware and software, After consulting extensively with

our Informatlon security team, Including technical forensic Experts and the manufacturer of thig equipment, we
believe Lhat the chances of anyong accessing the data are exiremely remote.

For more Information on how to activate the free credit monitoring, please read the enclosed memo on Enhancing the.
Securly of Your Personal ang Financial information,

An FAQ an thls Incident |s also enclosed.

Naw by

e At n e
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Enhancing the Security of Your Personal an

In order ¢ enhance the securily of your personal and financlat |
steps.

2126784507

d Financial Information

nformation, you may want to conslder the following

Merrlll Lynch has amanged for you to be provided with a oneyear complimentary membership In the Tripte
Advantage™ credit monltoring, which Is a third parly produgt pravided by Consumerinfa.cam, Inc., an Experlan®

company. The Triple Advantage credit monltering provides:

*  Unlimited acenss 1o the Individual's Experlan Credit Report

and PLUS Credit Score®™

*  Dally monltoring of all three national credit reports and e-mali alerts If key changes are detected
*  Personal asslstance from a fraud resolution reprasentative If the Individual were to become 2 victim of Identity

Theft

To aclivate your Triple Advantage membership, you need to vish : . whare you
can read more about the service. Your memberghip will be governed by Triple Advantage terms and conditlons. To

Initlate memberghip: click Sign Up Now; enter your Information;
informatlon and your personal activatlon code (see below); and

click Submht & Contlnue; enter the remalning
click Submit to Secure Order

*  The Credit Monltoring Personal Activation Code assigned lo you Is:

If you do not activate your membership within ninaty (90) days, then the abave activation code will be dimabled,

The Triple Advantage Credit Monltoring Service also Includes 1D
expenses refated to certain recovery axpenses, lost wages and
In New York state law, this coverage ls not available to New Yor

Theft Insurance. This pollcy covers up to $50,000 in
legal costs In cases of ldentity theft. Due 1o changes
k resldents through the Virginla Surety Company, Inc.

(the company which offers the Insurance feature of the Triple Advantage credit monitoring product). However, Merrlll

Lynch will provide separate coverage 1o New York residents und

Code: Employee Privacy Notification
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Regardless of whether you obtaln the oneyear complimentary membership |n the credit monitoring, as a

precautionary measure, Merrtit Lynch recornmmends tha following steps to further Increase the level of security
assoclated wih your personal information,

First, notity tha three major credit bureaus to request that they flag your credit report/file with a fraud alert, and to
obtain Information on requesting your free credit reports. Fraud alert messages nollfy potential credit grantors to
verlfy your identification before extending credit In your name in case someone Is using your Information without your
congent. The three malor credit buregus are: TransUnion, 1-800-680-7289; Equlfax, 1-800-525-6285; and Experian,
1-888-397.3742,

Third, menitor your Merriil Lyneh and any additional account(s) that you may have with other financlal Institutions
to prevent or detect the ocourrence of any unauthorized,/fraudulent activity. You may also wish to consider notifylng
any other Institution(s) In which you malntaln an account, As a general precautionary measure, you should regularly
update online passwords and PiNg and never share such information with other Individuals,

Additional Information

For more Information about privacy and kantity theft, please vislt the Privacy & Securlty link on www.ml.com at
: = - Additionally, you may aiso find pertinent Informatlan at
: . Far any additionai Inquities, please cali the Memill Lynch Employee Service Center at
1-888-334-0025.

Code: Employes Privacy Notification Page 4 of 7



AUG-13-2@87 11:16 MERRILL LYNCH 2126784507 F. 86

Frequently Asked Questions Regarding the Personal Information Security
Alert

1. What happaned? Whaen did this oceur?

On July 17, 2007 a device was reported stolen at the Merrill Lynch Plainsboro, New Jersey Corporate Office. The
theft was reported to Merrill Lynch Security as well as to the local Police Depariment,

2  What hag been happening since the theft was discovered?

After discovering the theft, we reported the matter 1o the police, conducted our internal search and completed an
analysis to determine precisely what Information was on the device. We have also been consulting with technlcal
€xparts to determine the risk of the data belng accessed, amanging for credit monltoring for employees and taking
other necessary steps to provide accurste Informatlon to affected employees.

3. What Information waa contalned on the dovice?

The device contalned the personal Informatlon of certaln current and former Merrill Lynch Global Wealth Mansgement
employees Including: employee name, Soclal Security number, Merrll! Lynch employee identification number, last
date of hire and other general employment and compensation related data {excluding commissions). The Financlal
Advlsor compsnsation Information was limited to annual draw.

IMPORTANT: There wers no account numhbors, addresses, credit/deblt card numbers, birth dates or
beneficlary/bensfits-related information on the device. In addition, no cllent data was affected as a result of this
matter.

4. How gan | be assured that my Information cannot he aceessed?

Although there are no guaraniees, It Is Important to note that the device contalns very sophisticated security
hardware and software. After consuliing extenstvely with our Informatlon security team, Ingluding technical forenslc
experts and the manufactyrer of this equipment, we belleve 1hat the chance of anyone accessing the data Is
extremsly remote.

5. What Is Merrlll Lynch doing about this?

We¢ have conducted a very thorough Internal Investigation and the incident has been reported 10 law enforcement
officials, Although we belleve that the chance of anyone accessing the Information Is extremely remote, we are
recommendIng thal employees 1ake certain steps to Increase the leve) of security assoclated with thelr personal and
financlal information.

Memil! Lynch |3 offering you a complimentary one-year membership In Triple Advantage®™ credlt monitoring, This
credit monitoring service Is a third-party product provided by Consumerinfo.com Inc., an Experian® company.

The Triple Advantages credit monitoring product provides the following:

*  Unlimited access 10 your Experan Credit Report and PLUS Credit Score s

«  Dally monitoring of 3ll three of your natlonal credit reports and email aferts if key changes are detected

* Personal asslstance from a fraud resolution representatlve If you are 10 become a victim of Identity Theft

*  Triple Advaniage Credit Monitoring also Incltdes 10 Theft Insurance. This policy covers up to $50,000 In
EXpEnses ralated o certaln recovery expenses, lost wages and legal costs in cases of Identity theft. Due to
changes In New York state law, this coverage |s not avallable to New York residents through the Virginia Surety
Company, Ing, (the company which offers the insurance feature of the Tripte Advantage credit monitoring

Over >
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6. What does an affeeted Individual need to do?
A. - We racommend that you sfgn up for the eredit monltaring product:

Maerrill Lynch recommends that employees sign up for the oneycar complimentary mambership in Triple Advantage
M credit monitoring, This crealt monltoring service Is a third-parly product provided by Consumerinfo.com. Ing., an
Experian®* company. If an employee would fike to slgn up for thls membership, he or she must activate the service
within ninely (90} days from the date of the incldent notification letter. To activate the Triple Advantage™

membership, you must use your personal activation code contained In the document neln,
nal - Then please visit the websile hitp://partner.consumerinfo.com/ml to actlvate

the Triple Advantage credit monitoring, and you whl be Instructed on how to Initlate membership, which will be
governed by the Triple Advantage terms of service.

8. — Contact the Three Major Credit Buraaus:

Employees can contact the threa major credit bureaus to request Information on obtalning free credit reports (if they
choose not to sign up for credit monitoring memberships) and to discuss ofher options avallable, such as
establishing a fraud alert, Fraud alert messages notify potentlal credit grantors to verlfy your Identification before
extending credit in your name In case someone is using your (nformatton withaut your consent. The three major
credit bureaus are:

TransUnlon: www Aransuolon.com or 1-800-680-7289

Equifax: www.equifax,com or 1-800-525-6285

Experian: www.experian.com or 1-888-397-3742

C. - Establish Secondary Layers of Security:

Although no Merrlll Lynch Individual account numbers were contalned on the device, we do recommend as o general
best practice that a secondary layer of securlty for your Merrill Lynch brokerage-elated account(s) be added via a
Telephonlc Securlty Code (TSC). The TSC Is an additional password/PIN that Is a personally selected serles of
numbers/letters that wilt be required In order to obtaln any information or transact through the Merrlll Lynch Call
Center, Please contact the Merrlll Lynch Call Center at (1-800) MERRILL for further Informatlon and Instructions.

As always, we recommend that employees manitor their Merrdli Lynch account(s) and any additional accounts that they
may have with other financlal institutions to prevant or detect the occurrence of any unauthorized/fraudulent activity.
Empfoyees are also encouraged to notify any other Institution(s) in which they maintain an a¢courit to inguire about
additional securlty measures that they might take at each respective institution. As e general precautionary messure,
employees should regularly update online passwords and PINs, and never share such information with other Indlviduals.

7. Where can someone cbtaln more |nformation to pratect agalnat [dentity theft and fraud?

This information fs found via the Privacy & Security link on www.ml.com at
: | = or via the Federal Trade Commission's web slte at

huto:/ /www.fte. gov/|dthefs .

8. Wit my informatlon or assets held In my retitement (401k) or stock aption, GMA, IRA or other brokerage
accounts held with Merdll Lynch be Impacted by this event?

No Information regarding any accounts or assets held at Merrilt Lynch was Included con the device, We have
coordinated with our Retirement Group with respect to the security of employees 401K, stock option, and other
benefit plan Information and assets which they hold on employees’ behalf. The security measures In place within the
Retirement Group are sufficlent to prevent unauthorlzed access 1o employees’ informatlon and assets and further
enhancements are being made. In additlon, there are comprehensive controls and safeguards, Including password
protection and numerous fraud management technlgues, to minimize the risk of unauthorized access to your
retirement and brokerage accounts, either online or through elient contact centers. :

3. Why was this data stored on g davice?
The data was stored on this device for back-up purposes In the ordinary course of business, Data back-ups are

necessary to provide for business recovery capabllities in the event of a buslness disruption. Such activities are 3
routlne part of critical malntenance furctions.
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10. What Is belng done to prevent future Incidants?

We have already taken steps to ensure Increased secUrity to avold any recurring Incidents of this Kind. We have
improved the physical and technologlcal safeguards with respect to the storage of employee data, Increased physleal
security measures in Plainsboro, New Jersey, and placed further rastrictions on computer back-up devlees. On an
ongoing basis, we conti nuously review and implement enhanced protections to further safeguard ali confidential
cllent and employae Information, Including, but not Iimited to, data encryptlon technlgues, centrallzation of data
storage, where appropriate, and Improved Informatlon securlty and data access controls.

1i. How will | know If my data was on the daviea?

All affected Individuats have recelved an email or letter notifying them of the Incldent, Any employees whose
Information was not on the device will not have received a notification,

12. It | am affected by Identity theft, haw will | bo relmbursed for Ananclal loss?

Employees will not be responsible for any monetary loss from any unauthorized activity in their Merlll Lynch

account(s) by a third party arising fram Identity theft. Any loss of assets held away from Merr)i| Lynch arising from
Identity theft should be elevated to ML's fraud unit and each event will be evaluated on a case by case basls,

13. What it an Individual affected by this Incldent would ke to take advantage of the Ttiple Advantage ™ Credit
Monltoring offer, but does not have online access/e-mall messoaging aceoss?

Onllne enroliment Is the preferred method of enrollment for the Triple Advantage® Cradit Monitoring service.
Oniine enroliment provides the user with the most thmely and robust service available fram Consumerinfo.com.

It Is suggested that Indlviduals without oniina access contact the three malor credit buresus to discuss othet options
may be available to them, such as establishing a fraud alert.
14. It I'm traveling or living outslde the U.S, can | stlil register for eradit thonitoring?

" You can reglster onling for THple Advantage Premium and begin monltoring your three U.S. credit flles with Experian,
Equifax and TransUnion - you will need [nternet access, a U.S, credit flle to monitor and an emall address to receive
alerts,

1. Pleass use the web slte address and activation code found In the notification letter you recelved,
2. Please complete all the requlred flelds on the 'sign up’ pages,

3. Please register with 2 U,$, address that would be associated with your U.S. credlt file - for
authentication purposes only.

For registration assistance, please emall gscalationecd@consymerinfo.com or call (479) 573.7399 6am - Bpm,
M-F, 8am to 5om, weekends (Paciflc Time)

15. Who do | call It | have any further questions?

For any additional inqulrles, please call the Merrlll Lynch Employee Service Center at 1-888-334-0025,

R T AT AR T,
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